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O npoaykTte

Numa Edge - nporpaMmHO-TEXHUYECKIN MEXCETEBOW IKPAH, COOTBETCTBYIOLNI KOHLIENLNY
YHMBEPCanbHOro wnio3a 6esonacHocty (UTM), o6ecneunBatoiuin peanmsaunio MyHKLNIA MEXCeTeBOro
3KpPaHMPOBaHMS U KpUNTOrpaumueckon 3almTbl KAHaNoB Nnepeaaynt AaHHbIX.

LinpoKuin MogenbHbIN MexceTeBoW IKpaH 2> CepTdmMuMUPOBAHHDIN be3 orpaHnyeHui n besonacHas
paa ansa npocgeccuoHanos OpenVPN CKPbITbIX NNATEXen apPXUTEKTypa
annapaTHble NaaTgopmbl Moj OBLIMPHbIN HAabOP 3alluTa KaHanoBs nepegayn BeCb (OyHKLMOHAN AOCTyNeH COOTBETCTBME KOHLEMNL MK
ntobble NoTpebHOCTH BU3Heca yHKLMOHANbHbIX OAHHbIX U1 KTMEHTCKMX Cpasy, HET NULEeH3uN ans «HYNeBOro oBepus»
+ BO3MOXHOCTb KaCTOMW3aLMM  BO3MOXHOCTEN ANA 3aLLNTbI noakntoyeHnn no FOCT ¢ KnacTepa v OrpaHnyeHni no (zero Trust):
eMKOCTM W TUMa CEeTeBbIX CeTW, yNnpaBneHuns CeTeBbIM PA3NYHbIMU CLEEHAPUAMN nonb3oBaTensm, Tpadmky BIOS, MnaTtdopma, MO
nopToB TpauKom 1 ero puabTpaLuy np.

ke, CepTM(MUMPOBaHO OCTIK Poccum
s Ceptundumkar N°4199 ot 26.12.2019

(Tpe6oBaHMs K MeXCETEBbIM 3KpaHam u NMpocunu
3awmTbl UT.M3.A4.N3 n UT.M3.B4.N3, TA1-4, a Takxe 3b)

Ceptudmuymposano ®Cb Poccun € U e
CepTudpukat NeCd/114-4205 ot 21.01.2022, KC1
CepTuchukat NeCd/124-4206 ot 21.01.2022, KC2
(BctpoenHoe CK3U «Marfpo KpuntoMakeT» B. 4.0
nucnonHeHue «OpenVPN-TFOCT») et e
AnnapatHble nnatdopmbi u3 peecrpa P3N 8L B Peectpe pOCCMﬁCKOTD no l

PeectpoBas 3anucb N27123 ot 03.11.2020
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YTto BHyTpM Numa Edge?

Powered by & KpunTo
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BO3MOXHOCTU U NpenmyLecTsa

@ ® S H

banaHCMpPOBKA HArpys3Ku QunbTpayma no MoaaepxKa poCcCMmCKMx [loBepeHHas
MeXay HeCKONbKumu MaHATHbIM Kpuntorpadguueckmx annapartHas
BHELHNUMMN KaHanamm MeTKaMm anropuTmoB nnatgopma

r-n
Jo ey T

Ponesas Knacrep: Mopnepxka Pa3Hoobpasue
MOAENb Active-Passive (Standby) ICAP CETEBbIX
AocTyna C COXpaHeHNeM COCTOAAHMSA MHTep(hencos
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O6nacT NPUMeHeHUS
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v B roCyAapCTBEHHbIX MHOPMALMOHHbIX cucTemax Ao 1 knacca v B UH(OPMALMOHHbIX CUCTEMAX MEPCOHANbHbIX AAHHbIX [0
3aWWMLILEHHOCTU BKTIOUNTENBHO 1 yPOBHSA 3aLLMNLLEHHOCTN BK/TIOUNTENbHO
(Npukas OCTIK Poccuu N217 ot 11.02.2013); (Npuka3s OCTIK Poccuu NO21 ot 18.02.2013);

v’ B CUCTEMAX YNpaBieHus NPOU3BOACTBEHHbIMN U v Npu 3alMTe 3HAUYMMbIX 06 BEKTOB KPUTUUYECKOU
TexHonornyeCKnmm npouecCaMn Ha KpUTUYECKN BaXHbIX VIHd)OpMEiLI,I/IOHHOI?I I/IHCbpaCprKTypbl N0 nepBof/]
06beKTax, NOTEHLMANbHO ONACHbIX 06bEKTAX, A TAKXKE KaTeropuun BKMIOUNTENBHO
0b6bekTax, NpeacTaBAsAOLMUX MNOBbILEHHY ONACHOCTb ANA (Mpuka3 ®CTIK Poccuun NO239 ot 25.12.2017);
XXU3HW 1 3[10POBbA NIOAEN U ANA OKPYXAIOLLEN NPUPOAHON
cpeabl, 10 1 Knacca 3alnLULEeHHOCTN BKIKYNUTENbHO v' B MH(POPMALMOHHBIX CUCTEMAX 06LLEro NONb30BAHUA 2 Knacca
(Mpuka3 OCTIK Poccum NO31 oT 14.03.2014); (Mpuka3 OCTIK Poccum N°489 ot 31.08.2010).
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NcnonHennss Numa Edge

MexceTeBoii 3KpaH (FW)

MMo3BONAET OCYLEeCTBNATL KOMMYTALMUIO U arpernpoBaHie,

CTATUUYECKYIO U AUHAMUYECKYIO MapLIpyTU3aLuio,
(unbTpauuto Tpaduka ¢ yueTom 06WNPHOro Habopa
KpuTepues B TOM Yncsie N0 MaHAATHbIM METKaM.

KpunTownio3 FOCT (FW + VPN FOCT)

Mo3BonsAeT co3aaBaTh HafeXHble MeXdunnanbHbie
COEIHEHUSA N OCYLLECTBNATD KNNEHT-CepBepPHble
NOAKNIOUEHMA YAaNeHHbIX NO/Ib30BaTeNnen, cobntoaas
Tpe60oBaHNUA POCCUNCKOro 3aKOHOAATENbCTBA.

LLInpoKMe BO3MOXHOCTU (PUNbTpaLMmM Tpadmka:

OunbTpaumns Tparka B pexmnme MocTa. lpo3payHoe BKIOYEHNE B
pa3pbiB ANA “MeoLllencs Tononornn. C BO3MOXHOCTbIO OHOBPEMEHHOTO
3epKkanupoBaHua Tpaduka Ha SIEM cucrembl

@unbTpaymnsd no nofsam NpoToKoNos, B ToM yucne IPve, TCP, ICMP
BO3MOXHOCTb MOAUMMKaLMK Tpadurka, npoxoasilero yepe3 M3. Copoc
onuun TCP, n3mMeHeHne 3Ha4YeHnit npropuTeTa u T.4.

LLInpoKMe BO3MOXHOCTU MO HACTPOMKM MAPLLPYTU3ALINM:

CraTnyeckad, B Tom yucne PBR
Ounamunyeckas (BGP, OSPF, RIP)

Bo3MOXHOCTb hunbTpauum HTTPS Tpaduka C NoagMeHOoN cepTudukaTa u B

\__ "MPO3PaUHOM pexuime.

)

CeptnduumpoBaHHoe CK3U no knaccy KC1/KC2 Ha ocHoBe OpenVPN
Pabota nosepx TCP n UDP. OtcyTcTBME Npobnem npoxoxaeHnsa yepe3 NAT
OunbTpauns Tpagurka, nepefasaemoro u npuHumMaemoro yepes VPN
PaboTa NPOTOKONOB AMHAMWUYECKOW MapLUpyTu3aumm BHyTpu VPN
BO3MOXHOCTb opranusaunu L2VPN gna opraHu3aumnm CBA3HOCTM B pamKax
OAHOW NOACETW 15 HECKONbKMX PUNKANOB

icnonb3oBaHMe TEXHONMOMMIA YAANEHHOro A0CTyNa:
e |L2TP - KNneHT 1 cepsep

* |PSec - site-to-site

e PPTP - knneHt

icnonb3oBaHWe eAnHOro MHTepdenca ans HaCTPOMKK PasnnUHbIX

\ TexHonoruu VPN.

)
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MexceTeBon 3KkpaH (FW)

MexceTeBoM 3KpaH - ba3oBoe ncnonHexue.
[MPOrpamMmMHO-TEXHUUECKIUIA YHUBEPCANbHbIA W03 6e3onacHocTn (UT.M3.A4/b4.N3), 06ecneunBaoLLmMii CTATUUECKYIO 1 JUMHAMUYECKYIO

MapLLpyTM3aLMio, MeXCeTeBOE 3KpaHUPOBaHIE, NPOKCMPOBaHMe Be6-Tpaduka. o3BoNseT pewnTb 3a4auy no 3alyuTe CeTeBoro

nepumeTpa opraHu3auum.

Bo3moxHocTu icnonHeuus

243, ba3oBble YHKUUM MappyTusauus D KommyTtauus
"ﬁ? v' YnpaBneHne yepes KOHCO/Mb 1nu v CTaTnyeckas maplipyTu3auus; v oppepxka CeTeBbIX MOCTOB;
. web-uHTeppenc; v Mapat)upyTzBaLll,v_m MI-I)OFOEl,[I,peCHOI'O v Topnepxka VLAN;
JlokanbHOe n yaaneHHoe Tpaguka (multicast): DVMRP, IGMP; v Ar
. pernpoBaHue KaHanoB
)KyPHANMpOBaHue cobbITMM; v banaHCUpPOBKa HarpysKu Mexay Ethernet;
v be3onacHble 06HOBNEHNS; HEeCKONbKUMM BHELWHUMU KaHaNamu; v BupTyanbHbie uHTepdeich
v' PoneBas momenb A0CTyna; v KnoHnpoBaHue u moantmkaums Ethernet (ncespo-Ethernet).
v BCTpOeHHble yHKLMK Tpauka;
6e30nacHOCTY; v' Toppepxka ICAP; TyHHenupoBaHue IP
v YpaneHHoe ynpaBnexHue v [InHaMmueckas MapLpyTu3aums: v TyHHenu GRE (Generic Routing
Telnet/SSH, HTTP/HTTPS; OSPF, BGP, RIP; Encapsulation);
v Topnepxka IPMI (B cTapmx v' Mapuipytnsauua Ha 0CHOBE NONUTUK v’ TyHHenu SIT (Simple Internet Transition);
Mogensx). (Policy-base routing IPv4, IPv6). v TyHHenu IP-IP.

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl.
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MexceTeBon 3KkpaH (FW)

v
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@unbTpaums Tpaguka

MexceTeBol 3KPaH CEaHCOBOr0 YPOBHS
(Stateful firewall) IPv4, IPV6;

®unbTpauusa no agpecam n nopTam
nonyuartens u oTnpaBuTens;

BO3MOXHOCTb 3ajaHunA agpecos
oTnpasutens un nonyuyarens B suae DNS-
NMeH;

BO3MOXHOCTDb dJVIﬂbT[)aLI,VIVI no Tuny
aapeca unicast, local, broadcast,
multicast n uHble;

®unbTpauus Tpaduka c yueTom
33/laHHOTO KOHTEKCTa COCTOAHNA
COefIMHEeHNN, AaTbl, BPEMEHM, 30Hbl, UMEH
nonb3oBaTenen;

OunbTpauua no NpuHaaNeXHocTy IP
agpeca onpeaeneHHou CTpaHe;

®unbTpaums ARP Tpaduka;
®unbTpaums npotokona FTP;
OunbTpaums KagpoBs Ha L2 ypoBHe;

OunbTpPaLMs No MaHAATHbIM METKAM
(AstraLinux, MLS/MCS RFC 1108);

@unbTpaums NPOTOKONOB NPUKNAAHOTO
ypoBHs L7 (6onee 100 NpOTOKOMOB);

OTnaaka, XypHanupoBaHue npasun u
AENCTBUI NpaBun.

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl.

Mpokcu Cepsuchol
v’ «[pO3PaUHbI» U «HENPO3PAUHbIA» v Tpeobpa3oBaHue CETEBbIX AAPECOB
PeXMMbl PaboTbl BE6-NPOKCH; NAT (SNAT/DNAT);

v TIpoKcmpoBaHue coeauHennin SSL; v" DNS-cepsep c nogaepxkon DNSSec;
v Co3aaHune CO6CTBEHHbIX CNCKOB v DHCP-cepBep, areHT peTpaHcnauum;
O6NOKNPOBOK; . .

3 v' Yuet Tpacduka: NetFlow n sFlow;
v' ABTOpMn3auus nonb3osaTeneil Ha AD, v 1 005S:
LDAP unu yepes NTLM; epapxuueckuin Qos;
v' BCTpOeHHbIi L3/L4 6anaHCUpPOBLLMK; Y MonuTopuHr SNMP;
v" BnoKMpoBKa A0CTYNa no 25 KaTeropusm ' NTP cepsep.
aJipecos;
v' bnokuposka no TouHomy URL; HenpebblIBHOCTb 6U3Heca
v' TnbKMe NOAUTUKIA AOCTYNA MO BPEMEHH, r Pep
afipecy, MMeHu nonb3oBaTens, rpynne, J v Knacrep Active-Passive (Standby);
v' SOCKS proxy. v’ TlepeknoueHne mexay y3namu
Knactepa 6e3 pa3pbiBa KNNEHTCKIX
COeANHeHUN;
VchbpaCprKTypa PKI v" KOHTpO/b LenocTHocTn annos
v BCTPOEHHbIE MEXaHU3MblI yCTpoucCTBa;
YAOCTOBEPAIOLWETO LEHTPA; v' Pe3sepBHoe KonupoBaHne u
v TloAnepxKa poccuinckux BOCCTAHOBNEHNE KOH(UTYpaLun;
KpunTorpaguuecknx anroputmos; v' 13onnpoBaHHas cpeaa UCnonHeHus
v 3pgaHHble cepTUdmnKaTbl MOTYT no;
UCnonb3oBarLCa B MoAyne v Pe3epsupoBaHune WAN-kaHana (WAN-
«Kpuntonposaiigep FOCT (CK3U)» ans failo\?er)_p (

NOEHTUPUKALMMI 1 ayTEHTUMKALNN.
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Kpuntownto3 FOCT (FW + VPN IOCT)

lMo3BonAeT pewntb 3agayy MNOCTPOEHUA 3alMLUIeHHbIX KaHanoB nepedayu AaHHbIX. [lopgaepxka pOCCI/II?ICKI/IX KpI/II'ITOFpanI/I‘—IeCKI/IX

§ E : KpunTownio3 FOCT (VPN) - PaclumpeHue 6a30Boro UCNonHeHus.

a/ITOPUTMOB U PaA3MUYHDIX cnoco6os noctpoeHusa VPN no3sondeT co3gaBaTb HafleXHble Me)K(bI/II'II/IaI'IbeIe coeHeHUA N OCYyLLECTBATDb
roct KNMNeHT-cepBepHble NoagKNYeHnAd MOGUNbHbIX MO bBOBaTeﬂeVI, cobntoaas Tpe6OBaHI/IFI pOCCI/II?ICKOFO 3dKOHOAaTe/IbCTBa.

Bo3moxHocTu icnonHeHun

VPN Ha ocHose nonutuk (Policy-based VPN)

v" Ha 6a3e Habopa npoTokonoB IPSec; v
v' IKEV1, ESP, AH; v
v Tloafepxka poCcCMMCKUX KpUNTorpauuecknx anropuTmos;
v' HeorpaHuyeHHOe KONMYECTBO TYHHENew; L,
v TyHHENbHbIN 1 TPAHCMOPTHbIN pexum IPSec;
v' TyuHenu IP-IP, GRE (B Tom uncne L2 over GRE, EOGRE), SIT nosepx IPSec; v
v «MexdunuanbHbiny pexum VPN («site-to-site» VPN);
v' YpaneHHbin goctyn (Remote Access VPN) - L2TP ¢ IPSec; 4
v ABTOpU3aLMNs CTOPOH B MeX(UIMANbHOM pexume No npeaBapuTenbHO v
pacnpeaeneHHbimM knouam (PSK) nnu X.509 ceptuchukaram. v
& AOIIOIIHI/ITelIbeIe BO3MOXHOCTU v
&""3’ v' Noppepxka npotokona PPTP ans ynaneHHOro AocTyna nonb3oBatenen;
¥ / ' Ayrentudmkaums Ha cepsepe LDAP: PPTP, L2TP;
v [IpuMeHeHue NpaBu MEXCETEBOMO 3KPaHa HA OCHOBE AAHHbIX N0Mb30BaTeNs v

n3 LDAP (LDAP, PPTP).

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl.

VPN Ha ocHoBe mapuwpytoB (Route-based VPN) KPUATO

CHCTEMB! JALLATES MHDOPMALIAK

Ha 6a3e npotokona OpenVPN;

CK3W «Marllpo KpuntollakeTt» B. 4.0 ucnonHeHne «OpenVPN-IroCT»
(Ceptudmkat OCB Poccun NOCD/114-4205 ot 21.01.2022, KC1; CepTtudukat ®Ch Poccuu
NeC®/124-4206 ot 21.01.2022 roaa, KC2);

B03MOXXHOCTb Pa60Tbl NPOTOKONOB AUHAMUYECKOI MapwpyTusauun BHyTpu VPN (RIP,
OSPF, BGP);

BO3MOXXHOCTb QHOHCUPOBAHMNA U MAPLIPYTU3aLMK 3aIMLLAEMbIX NOACETEN Yepe3
NPOTOKO/bI AUHAMUYECKON MAPLIPYTU3ALMM;

Co3paHue TYHHeNnen KaHambHOro YPOBHS;

«MexdunnanbHbiny pexum VPN («site-to-site» VPN);

VaaneHnbiit goctyn (Remote Access VPN) - knnent OpenVPN ans nonb3osatenbckux 0C
(OC cemeincts Linux, Mac0S, Microsoft Windows) ¢ noaaep»xxoi wndgposanus FOCT;
ABTOpM3auusa nonb3oBaTenen Ha ocHoBe cepTudnkaTos X.509, C BO3MOXHOCTbIO
Ha3HAuYeHUA AN OTAeNbHbIX NONb30BaTeNeN Pa3NNUHbIX NapameTpoB (Hanpumep,
CTaTUuHbIX IP-aapecoB, AN UCMOMb30BAHNA B NPaBUnax GuiabTpaumum);

BO3MOXHOCTb TPAHCAALUK ceTeBbix agpecos (NAT) BHyTpu VPN.

numo. I



Kpuntownto3 FOCT (FW + VPN IOCT)

Inpouanwmi Bbi6op OC pnsa pa6otbi VPN-KAneHTa:

> 0CNuma Edge 1.0; Rosa Enterprise Desktop (RED) X;

>  Windows 8.1, 10; Rosa Enterprise Linux Server (RELS) 7.3; KpMI‘ITO

> Windows Server 2012, 2016, 2019; Rosa Enterprise Linux Desktop (RELD) 7.3; CHCTOMb JaLLHTH WrKBOpMALHA
> [nctpnbytusbl AnbT HA 6a3e nnatgopm 8 1 9, BKNOUaS POCA KOBAJbT;

Astra Linux Special Edition CmoneHck 1.6 ucn.1, 1.7;
Astra Linux Special Edition HoBopoccuiick;

Astra Linux Common Edition 2.12;

FreeBSD 12.x, 13.x;

Solaris 10, 11.

AnbT CepBep, AnbT Pabouas ctaHuus, AnbT Pabouas
ctaHuua K, Anbt O6pa3soBanue, Anbt 8 CM, Simply Linux;
Cent0S 7, 8;

Debian GNU/Linux 9 (stretch), 10 (buster), 11 (bullseye);
Red Hat Enterprise Linux 7, 8;

SUSE Linux 12, 15;

Ubuntu 14.04, 16.04, 18.04, 20.04;

MCBCdhepa CepBep 7.3;

MCBCchepa APM 7.3;

Linux Mint 19.x, 20.x;

Linux Mint Debian Edition 4;

OpenSUSE 15.1,15.2;

0S EMIAS 1.0;

Frocnunykc 1C6;

PENOC7.2,7.3;

macO0S 10.15, 11;

OpenWRT 19.07, 21.02;

numA
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AnnapaTtHble MOAYNU PaCLINPEHUS

Yctpounctea cepuit Numa Edge 100R v Bbilie MOryT KOMMNEKTOBATbLCA
AOMNOMHUTENbHbIMW CeTeBbIMM MOAYNIAMN pacllMpeHuns

I
1 Moaynb paclpeHus &4 moayna pacwmpeHrusa
KONM4ecTso

numa.



MpoaykToBas nuHenka Numa Edge

‘ MpounseoauTeNbHOCTb MEXCETeBOro 3KpaHa NMpouzsoauTensHocTb VPN wnto3a (OpenVPN rOCT)
Mént/c MéwuT/c, 9000 6aiT

49 990 : : I ————— A e =

KpynHble npeanpuaTus,
kopnopauuu, LLOA

40900} . . i ) . et
10 350
Manbie u cpegHue
npeanpuATuA
28000} — - : . — e . - S
45200
26200 } L = = = — o — R e
43080
21000} - R . — o — — —

41770
Manblin 6u3sHec n

thununanel

{ 880
6000f — — — — — — — — — — — — .50

4 360
1970}

= e e . e

AEdge25R  AEdge 40R A Edge 100R A Edge 180R Edge 200 Edge 2000 Edge 3000
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XapaKTepucTuku

Edge 25R Edge 40R Edge 100R Edge 180R Edge 200 Edge 2000 Edge 3000

Mé6ut/c (9000 6aiit)
Méur/c (1500 6aiT)
M6ut/c (IMIX)
naketoB/c (60 6aiT)

OpenVPN roct
(Marma, MGM, MéuT/c, 9000 6aiT)

OpenVPN Iroct
(Marma, MGM, M6uT/c, 1500 6aiiT)

BcTpoeHHbie uHTepdeiicbl

Mopaynu pacumpenuns

Kontponnep IPMI/LOM
Pe3epBupoBaHue 610Ka NUTaHus
®opm-chaxTop

Pazmepbi (LLxMxB), Mm

1970*

1970*

1650
715000

360

140

3xRJ45 2.5 GbE

JleckTon
136x128x31

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl.

6 000*
4700
1500

620 000

440

180

4xRJ45 GbE
2xSFP GbE

Jleckton
250x227,8x49,5

* Pe3ynbmambl mecmupo8aHus 02paHUYeHbl YUciom u I'lpOI'U/CKHOlj €noco6HOCMbio cemesbix UHmepcbeEIcoe nnamegopmsl 8 mecme.

21000

10 600

2800
1140 000

880

350

4xR)45 GbE
2xSFP GbE

1 mopynb:
4xRJ45 GbE
8xRJ45 GbE
4xSFP+ GbE

Jla
1

430x459x44

26 200

21000

6 000
2060 000

1770

710

4xR)45 GbE
2xSFP GbE

1 moaynb:
4xRJ45 GbE
8xRJ45 GbE
4xSFP+ GbE

Jla
y[v]

430x459x44

28 000

26 000

9600
3979 000

3080

1080

6xR)45 GbE
2xSFP GbE

1 moaynb:
4xRJ45 GbE
8xRJ45 GbE
4xSFP GbE
8xSFP GbE
2xSFP+ 10GbE
4xSFP+ 10GbE

onuus

1U
438x321x44

40900

33 400

16 800
7025000

5200

1770

1xRJ45 GbE

4 mopyns:
4xRJ45 GbE
8xRJ45 GbE
4xSFP GbE
8xSFP GbE
2xSFP+ 10GbE
4xSFP+ 10GbE
2xQSFP+ 40GbE

Oonuusa
la
1U
438x580x44

49 990

43150

24 600
10 400 000

10 350

3520

1xRJ45 GbE

4 mopyns:
4xRJ45 GbE
8xRJ45 GbE
4xSFP GbE
8xSFP GbE
2xSFP+ 10GbE
4xSFP+ 10GbE
2xQSFP+ 40GbE

Oonuusa
la
1U
438x630x44
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CpaBHeHue mogenen Numa Edge gna manoro 6usHeca n onnmanos

MpoU3BOAMTENBHOCTb MEXCETEBOIO IKPaHA
Méut/c, 9000 6aiiT

NMpoussogutensHocts VPN wntosa (OpenVPN MOCT) Mpou3BOAUTENbHOCTb MEKCETEBOrO IKPaHa
M6éut/c, 9000 6aut Méut/c, IMIX

1500 | 6000

NUMA tdge sor i

A Edge 25R A Edge 40R
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Numa Edge 25R

Numa Edge 25R - wnto3 6e30nacHOCTU, NpeAHAa3HAUYEHHbIN ANa obecnevyeHuns 3alnUTbl CETU HEBONbILOro NPeanpuaTUA U
OpraHu3auuMn yaaneHHoro AocTyna. AnnapatHas nnatgopma peann3oBaHa Ha 6a3e MUHU-KOMMbIOTEPA POCCUMCKOrQ
npousBoacTBa ATb-ATOM-1.3. Numa Edge 25R ocHauieH 3 noptamu RJ45 2,5 GbE n o6ecneunBaet 10 2 F6UT/c nponycKHOW
CNOCOBGHOCTU B peXUME MEXCETEBOMO IKpaHa.

MAK Numa Edge 25R KOHKypupyeT co wnt3amm 6e3onacHoctn Numa Edge 25 n Numa Edge 40R.

XapaKTepucTUKMU yCTPonCTBa

9000 6anT 1500 6anT IMIX % = |
NpoussogutenbHocTb M3, M6uT/C @
1970 1970 1650 rocr oo

OpenVPN FOCT, MéuT/c 9000 6ailT 1500 6anT M3 [OCT CK3W  TOCT VPN KnneHt
Aneopumm «Maamay, MynbmunauHelHbIl pexum ¢

aymeHmucpukayueli Fanya (MGM) 360 140

BcTpoeHHble nHTepgencol 3xRJ45 2,5 GbE

®opm-caxTop [leckton

Pasmepbl 1 Bec: 136x128x31 mm; 0,5 Kr

A
vuHneomTopr AnnapartHas nnatdopma us peecrpa PIl
POCCUU
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Numa Edge 40R

Numa Edge 40R - wnto3 6€30NacHOCTH, NpeaHa3HAUYEHHbIW AN 06ecneyeHns 3alnTbl CETU HEOONbLWIOro NPeanpPuATIS 1
OpraHu3auumn yaaneHHoOro pocryna. AnnapatHas nnatgopma peanu3oBaHa Ha 6ase cneumanu3vpoBaHHOIO cepsepa
POCCMUCKOrO  NMPOM3BOACTBA B HACTO/IbHOM  WCMNOSIHEHWMW.  YCTPOWUCTBO  06MaJaeT  [OCTaTOMHO  BbICOKOW
MPOM3BOANTENbHOCTbIO B CBOEM KJjlacce U NOCTaBNAETCA C KOMM/IEKTOM KpenneHun B CTaHAAPTHYHO CTOUKY 19",

MAK Numa Edge 40R KOHKypupyeT co wnto3amu 6e3onacHoctn Numa Edge 50 Series.

XapaKTepucTUKMU yCTPoncTBa

9000 6aunTt 1500 6aunTt IMIX % e y

NpoussogutenbHocTb M3, M6uT/C

6 000 4700 1500 rocr e i

OpenVPN rOCT, Mé6ut/c 9000 6aiT 1500 6anT M3 [OCT CK3W  TOCT VPN KnuneHT
Aneopumm «Maamay, MynbmunauHelHbIl pexum ¢
aymeHmucpukayueli Fanya (MGM) 440 180
BcTpoeHHble uHTepdhenco 4xRJ45 GbE, 2xSFP GbE UG Soungy |

KomnnekT KpenneHun B
Ocob6eHHOCTU y :

CTaHAAPTHYIO CTOUKY 19
dopm-cakrop fleckTon A
Pasmepbl 1 Be: 250x227.8x49,5 MM 10 1.5 K MAHPOMTOPr  ANAPATHaA IAaTdiopua iz peectpa Pl

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl. nUTIECHINOILQ“
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CpaBHeHue moaenen Numa Edge ang manbix u cpegHux npeanpusTum

MpoU3BOAMTENBHOCTb MEXCETEBOIO IKPaHA
Méut/c, 9000 6aiiT

NMpoussogutensHocts VPN wntosa (OpenVPN MOCT) Mpou3BOANTENbHOCTb MEXCETEBOro IKpaHa
M6éut/c, 9000 6aut Méut/c, IMIX

6000 | 26 200

3080 | 9600 |28 000

= e |

A Edge 100R A Edge 180R

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl.




Numa Edge 100R

Numa Edge 100R - wnto3 6e30MacHOCTM HAYaNbHOrO YPOBHA ANA 3alUTbl CETU CPeAHUX NpesnpuaTun. YCTPOUCTBO
peann3oBaHO Ha 6ase creynanu3nMpoBaHHOM annapaTHou nnathopmbl POCCMNCKOro NPOM3BOACTBA, NPeHa3HAYEeHHOU Ang
MOHTaXa B cepBepHyto ctouMky 19". AnnapaTtHasa nnatpopma Numa Edge 100R umeeT cABOEHHbIM BNOK MUTAHUA YXe B
6a30BoU KoMNnekTauuu, a Takxe 4 nopta RJ45 GbE n 2 nopta SFP GbE ¢ BO3MOXHOCTbIO YBENMYEHUA NOPTOBOU €MKOCTH 3a
CYeT YCTAHOBKM JOMOMHUTENbHOIO MOAYNA pacllupeHus.

Numa Edge 100R koHkypupyeT ¢ mogenbio Numa Edge 100 n npeBOCXOAUT ee M0 XapaKTepPUCTUKaM Npon3BOAUTENIbHOCTU U
OTKA30YyCTOUYUBOCTHN.

XapaKTepucTUKMU yCTPoncTBa

9000 6anT 1500 6anT IMIX % ..
MpoussoguTenbHocTb M3, M6uT/C @
21000 10 600 2800 rocrt oo

OpenVPN rOCT, M6uTt/c 9000 6aiT 1500 6aiiT M3 [OCT CK3W  TOCT VPN knueHT
Aneopumm «Maamay, MynbmunauHelHbIl pexum ¢
aymeHmucpukayueli Fanya (MGM) 880 350
BcTpoeHHble nHTepgencol 4xRJ45 GbE n 2xSFP GbE
1 mogynb pacwupeHuns: 4xSFP+ 10 GbE unu
OcobentocT 4xR)45 GBE nn 8xRJ45 GbE
dopm-akTop 1U (kpenneHus BXOAAT B KOMMEKT NOCTaBKM) A
Pa3mepbl 1 Bec: 430x459x44 MM; 10 7,0 KT AL QuoPr  AMTAPATIRA IAATROPNA 13 peecTpa PN

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl. nUTIECHINOILQ“




Numa Edge 180R

Numa Edge 180R - wnto3 6e30nacHOCTU, NpefHA3HAYEHHbIN 415 UCNONb30BAHUA B CETU CPEAHUX NPEANPUATAN. YCTPOUCTBO
peann3oBaHO Ha 6ase cneunanu3npoBaHHOM annapaTHou nnaTopmbl POCCMNCKOro NPOM3BOACTBA, NPeAHa3HAYeHHOU Ang
MOHTAXa B CepBepHyt cTtouMky 19". AnnapaTtHasa nnatpopma Numa Edge 180R umeeT cABOEHHbIN BGNOK MUTAHUA YXe B
6a3oBou KomnnekTayum, a Takxe 4 nopta RJ45 GbE n 2 nopta SFP GbE C BO3MOXHOCTb YBENMYEHUSA NOPTOBON €MKOCTM 3a
CYeT YCTAHOBKM AONOMHUTENbHOIO MOAYNA PaCLLIMPEHUS.

Numa Edge 180R koHkypupyeT ¢ mogenbto Numa Edge 200, He3HauUUTeNbHO YCTynas el B NPOM3BOANTENbHOCTM.

XapaKTepucTUKMU yCTPoncTBa

9000 6anT 1500 6anT IMIX % ..
MpoussoguTenbHocTb M3, M6uT/C @
26200 21000 6000 rocrt .

OpenVPN rOCT, M6uTt/c 9000 6aiT 1500 6aiiT M3 [OCT CK3W  TOCT VPN knueHT
Aneopumm «Maamay, MynbmunauHelHbIl pexum ¢
aymeHmucpukayueli Fanya (MGM) 1770 710
BcTpoeHHble nHTepgencol 4xRJ45 GbE n 2xSFP GbE
1 mogynb pacwupeHus: 4xSFP+ 10 GbE unu
OcobentocT 4xR)45 GbE nn 8xRJ45 GbE
dopm-akTop 1U (kpenneHus BXOAAT B KOMM/EKT NOCTaBKM) A
Pa3mepbl 1 Bec: 430x459x44 MM; 10 7,0 KT AL QuoPr  AMTAPATIRA IAATROPNA 13 peecTpa PN

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl. nUTIECHINOILQ“




Numa Edge 200

Numa Edge 200 - yHuBepcanbHbiK W03 6€30NacHOCTH, MPeAHA3HAYEHHbIW ANA KOMMAEKCHOM 3awuTbl nepumeTpa
KpYNHOro npeanpuatus, obecneunsas ao 28 F6ut/c nponyckHOW CNOCO6HOCTY B PEXMME MEXCETEBOr0 IKpPaHa.

ba3oBoW KoMnnekTaumen npegycmotTpeHo 6 noptoB RJ45 GbE 1 2 pasbema SFP GbE. YBenuuenue konnuectsa nHtepdencos
0o 14 noptos RJ45 GbE vnu go 10 pasbemos SFP GbE gocturaercs nprmeHeHnem Mogyns pacwvpeHus.

Mopaepxka moaynen pacwmpenus ¢ uHtepdencamu SFP+ 10GbE. Bo3moxHa ycTaHOBKa KoHTponnepa IPMI ans
OCyLLeCTBIeHUA yaaneHHOoro ynpasieHus.

XapaKTepucTUKMU yCTPoncTBa

9000 6anT 1500 6anT IMIX % = |
NpoussogutenbHocTb M3, M6uT/C @
28 000 26 000 9600 rocr e |

OpenVPN FOCT, MéuT/c 9000 6aiiT 1500 6anT M3 OCT CK3W  TOCT VPN KnueHT
Aneopumm «Maamay, MynbmunauHelHbIl pexum ¢
aymeHmucpukayueli Fanya (MGM) 3080 1080
BcTpoeHHble nHTepgencol 6xRJ45 GbE, 2xSFP GbE
1 moaynb pacwupeHus, IPMI, nogaepxka
LHE s nutepcencos SFP+ 10GbE
®opm-caxTop 1U
Pa3smepbl 1 Bec: 438x321x44 MM, 7,0 KT

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl. nUTIECHINOILQ“
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CpaBHeHune mogenen Numa Edge ans KpynHbix npeanpusatumn n LOJ

NpoM3BOAMTENBHOCTb MEXCETEBOrO IKPaHa
Méut/c, 9000 6auT

NpoussogutensHocTs VPN wniosa (OpenVPN rOCT) Mpon3BoguUTENBHOCTb MEKCETEBONO 3KPaHa
MéuTt/c, 9000 6ant MéuT/c, IMIX

5200 |16 800 | 40 900

8@ o8
© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl. nUI I |D
TECHNOLOGY




Numa Edge 2000

Numa Edge 2000 - BbICOKOI‘IpOI/I3BO,£I,I/I'[eI'IbeII7I L03 6€30NaCHOCTU, NPeiHa3HAYEHHbI AN 3aLWMUTbI 8apa CETH oneparopa
cBA3u, Koprnopauun unu LOAa. YcTponcTso obecneunBaeT KOMMIEKCHYIO 3aWNUTy OT CeTeBbIx yrpo3, 06naaas nponyckHOW
CNOCO6HOCTbIO A0 40,9 F6GUT/C B pexxmume MeXCeTeBoro 3kpaHa. imeeT oauH BCTGpoeHHbm nopT RJ45 u KOHgmrypmpyeTcn
NoJ KOHKPETHble 3afaun 3akasumka. B cymme moxet umetb Ao 33 nopTtoB RJ45 GbE nnu 32 pazbemos SFP GbE vnu go 16
pa3bemoB SFP+ 10GbE.

Numa Edge 2000 ocHawaetcs pe3epBupyembiMy 6nMOKamu NUTAHUA MOLLHOCTbK 300 BatT, noagepXuBaeT YCTAHOBKY
KoHTponnepa IPMI » noctaBnseTcsa ¢ HaNPaBAAWUMI 419 KPENneHnUs B CePBEPHbIN WKadg.

XapaKTepucTUKMU yCTPoncTBa

9000 6aunTt 1500 6auT IMIX % . |
MpoussoguTenbHocTb M3, M6uT/C @
40900 33400 16 800 rocrt g

OpenVPN FOCT, MéuT/c 9000 6aiiT 1500 6anT M3 OCT CK3W  TOCT VPN KnueHT
Aneopumm «Maamay, MynbmunauHelHbIl pexum ¢
aymenmucpukayuedi Fanya (MGM) 5200 1770
BcTpoeHHble nHTepgencol 1xRJ45 GbE
4 MoAyna paclmpeHus, mHorosaepHbin LMY,
LHE s noaaepxka nutepdencos QSFP+ 40GbE, IPMI
®opm-caxTop 1U
Pa3smepbl 1 Bec: 438x580x44 mm, 16,0 Kr

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl. nUTIECHINOILQ“




Numa Edge 3000

Numa Edge 3000 - chnarmaHckuy w3 6e30nNacHOCTH, 06ecnevmBaloWnim KOMMAEKCHYI0 3alWnTy OT CeTeBblX Yrpos,
npefHa3HaueHHbIM ANg 3aWunTbl Aapa CETU onepaTopa CBA3W, TePPUTOPUanbHO-pacnpeaeneHHon Koprnopauuu u KaHanos
LIOA. YcTponcTBo 06nagaeT NponyckHOM Cnoco6HOCTbiO [0 50 T6UT/C B pexume MexceTeBOro 3kpaHa. MmeeT ofuH
BCTEpoeHHblvl nopT RJ45 1 KOH%mrypmpyeTc;l noa KOHKEeTHbIe 3a[aun 3aKa3uumka. B cymme moxeT umeTtb 40 33 nopToB RJ45
GbE, nnun 32 pazbemoB SFP GbE, nnu go 16 pasbemos SFP+ 10GbE, nnu no 8 pasbemos QSFP+ 40GbE.

Numa Edge 3000 ocHauwaetcs pesepBupyembiMu 6MOKaMu MUTAHUA MOLLHOCTbK 650 BatT, noagepxuBaeT YCTAHOBKY
KoHTponnepa IPMI 1 nocTaBnAeTCa C HANPABAALIWMMN AN KPENTEHUA B CEPBEPHbIN KA.

XapaKTepucTUKMU yCTPoncTBa

9000 6aunT 1500 6aut IMIX % |
NpoussogutenbHocTb M3, M6uT/C @
49900 43150 24 600 rocr =

OpenVPN OCT, MéuT/c 9000 6anuT 1500 6auT M3 [OCT CK3U [OCT VPN KnueHT
Aneopumm «Maamay, MynbmunauHelHbIl pexum ¢
aymenmucpukayuedi Fanya (MGM) 10 350 3520
BcTpoeHHble nHTepgencol 1xRJ45 GbE
4 moayna pacwmpeHus, 2 MHorosaepHbix LY,
HEE L noaaepxka nutepdencos QSFP+ 40GbE, IPMI
®opm-caxTop 1U
Pa3smepbl 1 Bec: 438x630x44 mm, 16,0 Kr

© 2024 Hyma TexHonoruu. Bce npasa 3aluiLeHbl. nUTIECHINOILQ“




[lognepxka 1 rapaHTua. Cep

TexHuyeckas
noa pepxkKa

BUCHbIN cepTudmnkaT

r. Camkr-letep
b1

CEPBUCHbIN CEPTUDOUKAT

Capmiteinil (33EQ0CHON] HOMED HITH HOMED MIRIER I

Texnuuackas nagqeapwss TapanTwinos ol cnyssaanme| Cpow geifcTan

CHEQEHNT O HOMEUHEW NONLIOBATENE

Caagesn o Npogasue

Jonanwmensise coegenn

B Tesgnue Cpoka ARACTIMA CEpRMCHOND CERTEWMKATE, KOHENHER NONLIOBATENM. WIARMAR MOMET
NOMEIOBATECS YCIYTAMU MBCKOW nopaEpEs i T it ob Wagenus, orasee M
000 sHywaTexs B COOTBETCTEMM © yonoRwami  ollonMTMKM CEPEWCHOM CONpoBDWASHa  [Tpogyios
NPOMIBOACTAA KoMNEH o HyMmaTe, omyGMKoRAHHONA 1A CRATE. finumatech.ru.

MpHem JaRI0K OCYLECTRNRETCA NOCPERCTROM NOPTANE CepancHo crysbel 000 «HywaTexs (Lanse
NCC), ppcrynmoro no appecy: hit support, numatech,ny O perncrpayue va NCC weofixogumo Ha &apec
SEHTROHHCN NMOHTI SUPPOTINUMEiECH.fy OTPARATE 3ANPOC, COABPKELLIAN CIBEYILLYID WHCPODMBLIAK

) MHH opranuasum - Nones3o RETENs NpoRyRTa

6) D0, AonKHOC T, TENBCIOH, AAPEC INEXTROHHON NOMTH YNIDNHOMOMBHHON NPEACTABMTENS,
B) Hawvenonasese MPOaynTa 8o Copuitie (IA80ACKOR] HOMBD KINH HOMED NALEHIN,
Appec

HoncaHuTeniyn KHECPMALMIE MORHD NOMyHTE o Tenedgony: 8 (B12

epucHone ueanTpa 000 sHymaTexs: 106084, Cannr-Narepbypr, yn. Uparounan, 4, 18 rer, A
8 06 01, ap6.220
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[logaepXKa n rapaHTua. [puHUUN HeNnpepbiBHOCTY

Mpuobpetenune »
Mpoayxra CepBucHbI cepTuchpnkar
8 § ‘ @ Cpok peicTBus
= /) e CepsucHoro ceptudmkara
(%)
-]
E TexHuueckas lapaHTuitHoe
- noAAepxka obcnyxusaHune
OKoHYaHMWe cpoka BeACTBHUA
CepeucHoro ceptudpmkata
=
[<}]
=
=
(=]
©w
Mpekpawenune
npepocTaBneHus cepeucHLlX @0 — — — — — — — — — — —
cnyr
HEBO:iMO)KHOy(':TbyKyI'IVITb HOBbIN Mlepuop, orcyTcraus
B yenyr TexHM4eckow nogaepKKu
CepemcHsIn ceprucpukar u lapaHTHitHOro 06cnyXUBaHus
Y

numA



[logaep)xka 1 rapaHTua. PaclimpeHune Kauectsa CepBuCoB

Maket ycnyr
TEXHUYECKOW
noAAepxKu
YPOBHSA
«lMpemuym»
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Naker yenyr
TexHn4yeckon

noj,AepXKu
YPOBHS
«PacluMpeHHbIW»

CepBucHbi# ceptudmkar

TexHuueckas
noaaepxka

lapaHTMiHOE
obcnyxmnsanue

Maker
rapaHTMHHOrO
obcnyxuBaHms
"PacwmpeHHbIn”

Maket
rapaHTUMHOro
obcnyxuBaHus
“lMpemMuanbHbIf®

MNaket
rapaHTMMHOrO
ob6cnyxuBaHmna
"PaclumpeHHbIn+"

Maker
rapaHTMMHOIO
obcnyKnBaHma
"IKCKNIO3MBHbIK"

numa



BuptyanbHaa nabopatopusi Numa Edge

222129

Y Bac ecTb ya06HasA BO3MOXHOCTb npoTecTuposatb Numa Edge
B Halell BUPTYanbHON nabopaTopum

Nt
2.2.2.0/29

REseveD BupTyanbHas nabopatopua HymaTex N03BONSAET HECKONbKUM
nonb3oBaTensam ogHOBPEeMeHHO NPoBOAUTb He3aBUCUMoe

sync-group
RESERVED

222329 VRRP 2 22.2.3/29
prio 254 VIP2.2.26 prio 100

-fﬁﬂ‘ SeSTARpT v* TQCTMpOBaHme pa3n|/|qu|X CueHapmeB (KOH(bmrypau'Mlh)
pric 254 vip1g NumaEdge1 Source ID: 1
! = v st ianiilan npumeHeHuns Numa Edge ana pelweHns KOHKPETHbIX 3ajau.
i 1 type - Node
{ G2 Bbl 3apaHee MoXeTe UCMbITaTb Hale 060pyaoBaHmMe 1

Choose Interface for NumaEdge1

y6eanTbCs B ero HaaexHocTu, Ana 3Toro:

eth1 -

f f d -
Qrmce orumane? : {e} 0CTaBbTe 3aABKY Ha CailTe;

Q  nossonnTe +7 (812) 309-06-01 206. 666, 777

NoxanyiicTa, BBEMTe UMA NONL3OBATENA W NapoNb miD: 2
MR NoNb3oBaTENS admin )n Name: NumaEdge2
Napons k k soses P
pe - Node .vl I‘ NN Hanuwunte Ha sales@numatech.ru.
m Cancel

numA


mailto:sales@numatech.ru
https://numatech.ru/demo/

Cnacn60 3a BHMMaHue!

Mo sonpocam npuobpeTeHns Numa Edge
obpallantecb K MeHemKepam oTaena no pabore
¢ NapTHepamn HymaTex

KOHTaKTbI:
+7 (812) 309-06-01

sales@numatech.ru

numatech.ru
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